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Course goals

improve skills: write robust, secure code

understand program internals

learn about security vulnerabilities, detection, prevention

use tools to reverse engineer and analyze code

perhaps in the future: analyze and counter malware



Code, data, stack, ...

Reviewing the basics:
logically, the program has different memory areas:

code
(global) data
stack (for function calls)
heap (for dynamic allocation)

What can we find out about them by running a program ?
(print various addresses and extract info)



Program addresses, at first sight

Addresses are in different numeric ranges

Recursive call: new copies for each instance
can determine size of stack frame

Total address range (from code to stack) is HUGE
orders of magnitude more than computer memory

⇒ these are logical (virtual), not physical addresses

Running the program repeatedly, addresses differ
Address Space Layout Randomization

estimate: how many bits vary ?
protects against attacks that need to know address values



Typical memory layout of C programs

Figure: http://www.geeksforgeeks.org/memory-layout-of-c-program/

http://www.geeksforgeeks.org/memory-layout-of-c-program/


Typical stack frame layout

void f2(...) { }

int f1(...) {
f2(...);

}

int main() {
... = f1(...);

}

http://www.backerstreet.com/red/stack_frames.htm

http://www.backerstreet.com/red/stack_frames.htm


9.5 Silberschatz, Galvin and Gagne ©2009Operating System Concepts – 8th Edition

Virtual Memory That is 
Larger Than Physical Memory



Virtual memory in a nutshell

A mapping from logical to physical addresses
supported by processor hardware (memory management unit) and
operating system

– provides abstraction
(program not concerned with size and usage of physical memory)
virtual address space can be larger than physical memory
memory pages transferred to/from secondary memory (disk) as

needed

– provides protection
can set up permissions for memory segments
memory space of one process protected from another
but: can also set up sharing



Address Translation

Figure: W. Stallings, Operating Systems, 6th ed.



Arrays and pointers
What difference (if any) is there between
char s[] = "test"; and char *p = "test"; ?

Array: char s[] = "test"; s[0] is ’t’, s[4] is ’\0’ etc.
s is a constant address (char *), not a variable in memory
CANNOT assign s = ... but may assign s[0] = ’f’
sizeof(s) is 5 * sizeof(char)
&s is s, but different type, address of 5-char array: char (*)[5]

sizeof (entire array) is not strlen (up to ’\0’)

Pointer: char *p = "test"; p[0] is ’t’, p[4] is ’\0’ (same)
p is a variable of address type (char *), has a memory location
CANNOT assign p[0] = ’f’ ("test" is a string constant)
can do p = s; then p[0] = ’f’; can assign p = "ana";
sizeof(p) is sizeof(char *) &p is NOT p
⇒ WRONG: scanf("%4s", &p); RIGHT: scanf("%4s", p);

(if p is valid address and has room)
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Arrays and pointers

The name of an array is a constant address

Can declare int a[LEN], *pa; and assign pa = a;

Similar: a and pa have same type: int *
But: pa is a variable ⇒ uses memory; can assign pa = addr

a is a constant (array has fixed address) can’t assign a = addr
aR a[0] a[1] a[2] a[3] a[4] a[5]

6 6 6

address
(hex) 5C0 5D0 5E0

. . .
paR

5C0 int a[6];
int *pa = a;

*a and *pa: indirections with different operations in machine code:
*a references object from constant address (direct addressing)
*pa must first get value of variable pa (an address), loading it from

the constant address &pa) then dereference it (indirect addressing)



Binary data representation
Suppose we want to process a bitmap file

data should immediately follow the pixel array, as depicted in diag. 1 (with gap1=0 and gap2=0).[6]
"Packed DIBs" are required by Windows clipboard API functions as well as by some Windows patterned
brush and resource functions.[8]

Bitmap file header

This block of bytes is at the start of the file and is used to identify the file. A typical application reads this
block first to ensure that the file is actually a BMP file and that it is not damaged. The first 2 bytes of the
BMP file format are the character "B" then the character "M" in ASCII encoding. All of the integer values
are stored in littleendian format (i.e. leastsignificant byte first).

Offset
hex

Offset
dec Size Purpose

00 0 2 bytes

The header field used to identify the BMP and DIB file is 0x42 0x4D in
hexadecimal, same as BM in ASCII. The following entries are possible:

BM – Windows 3.1x, 95, NT, ... etc.
BA – OS/2 struct bitmap array
CI – OS/2 struct color icon
CP – OS/2 const color pointer
IC – OS/2 struct icon
PT – OS/2 pointer

02 2 4 bytes The size of the BMP file in bytes
06 6 2 bytes Reserved; actual value depends on the application that creates the image
08 8 2 bytes Reserved; actual value depends on the application that creates the image

0A 10 4 bytes The offset, i.e. starting address, of the byte where the bitmap image data (pixel
array) can be found.

DIB header (bitmap information header)

This block of bytes tells the application detailed information about the image, which will be used to
display the image on the screen. The block also matches the header used internally by Windows and
OS/2 and has several different variants. All of them contain a dword (32bit) field, specifying their size, so
that an application can easily determine which header is used in the image. The reason that there are
different headers is that Microsoft extended the DIB format several times. The new extended headers
can be used with some GDI functions instead of the older ones, providing more functionality. Since the
GDI supports a function for loading bitmap files, typical Windows applications use that functionality. One
consequence of this is that for such applications, the BMP formats that they support match the formats
supported by the Windows version being run. See the table below for more information.

https://en.wikipedia.org/wiki/BMP_file_format

https://en.wikipedia.org/wiki/BMP_file_format


Bitmap file format (cont’d)

Offset (hex) Offset (dec) Size (bytes) OS/2 1.x BITMAPCOREHEADER[2]

0E 14 4 The size of this header (12 bytes)

12 18 2 The bitmap width in pixels (unsigned 16
bit)

14 20 2 The bitmap height in pixels (unsigned 16
bit)

16 22 2 The number of color planes, must be 1
18 24 2 The number of bits per pixel
OS/2 1.x bitmaps are uncompressed and cannot be 16 or 32
bpp

Versions after BITMAPCOREHEADER only add fields to the end of the header of the previous version.
For example: BITMAPV2INFOHEADER adds fields to BITMAPINFOHEADER, and
BITMAPV3INFOHEADER adds fields to BITMAPV2INFOHEADER.

An integrated alpha channel has been introduced with the undocumented BITMAPV3INFOHEADER and
with the documented BITMAPV4HEADER (since Windows 95) and is used within Windows XP logon
and theme system as well as Microsoft Office (since v2000); it is supported by some image editing
software, such as Adobe Photoshop since version 7 and Adobe Flash since version MX 2004 (then
known as Macromedia Flash). It is also supported by GIMP, Google Chrome, Microsoft PowerPoint and
Microsoft Word.

For compatibility reasons, most applications use the older DIB headers for saving files. With OS/2 no
more supported after Windows 2000, for now the common Windows format is the
BITMAPINFOHEADER header. See next table for its description. All values are stored as unsigned
integers, unless explicitly noted.

Offset
(hex)

Offset
(dec)

Size
(bytes) Windows BITMAPINFOHEADER[1]

0E 14 4 the size of this header (40 bytes)
12 18 4 the bitmap width in pixels (signed integer)
16 22 4 the bitmap height in pixels (signed integer)
1A 26 2 the number of color planes (must be 1)

1C 28 2 the number of bits per pixel, which is the color depth of the image. Typical
values are 1, 4, 8, 16, 24 and 32.

1E 30 4 the compression method being used. See the next table for a list of
possible values

22 34 4 the image size. This is the size of the raw bitmap data; a dummy 0 can be
given for BI_RGB bitmaps.

26 38 4 the horizontal resolution of the image. (pixel per meter, signed integer)
2A 42 4 the vertical resolution of the image. (pixel per meter, signed integer)

2E 46 4 the number of colors in the color palette, or 0 to default to 2n

32 50 4 the number of important colors used, or 0 when every color is important;
generally ignored

An OS/2 2.x OS22XBITMAPHEADER aka BITMAPCOREHEADER2 contains 24 additional bytes not
yet explained here.[2] The compression method (offset 30) can be:To work with ints that are exactly 2 bytes, 4 bytes, etc.,

need fixed-width integers: stdint.h (since C99)
int8_t, int16_t, int32_t, int64_t,
uint8_t, uint16_t, uint32_t, uint64_t



Big-endian and little-endian

BMP specification: “all integers are stored in little-endian format”

little-endian: least-significant byte first
0x12345678 is stored as 0x78 0x56 0x34 0x12
Intel x86

big-endian: most-significant byte first
0x12345678 is stored as 0x12 0x34 0x56 0x78
Mac, PPC, Sun, Internet (also called ’network byte order’)

Make sure values are read/written from/to file in correct byte order



We’ll use: Program analysis infrastructures

Allow program representation and manipulation
at source or binary level

Built-in analyses + API to write your own

LLVM: one of the most widely used, complete compiler toolchain

PIN (Intel): run-time instrumentation of binary code
BAP (D. Brumley, CMU): OCaml + Python bindings

team won DARPA Cyber Grand Challenge 2016

angr (UC Santa Barbara): Python framework
also used in Cyber Grand Challenge

CIL (G. Necula, Berkeley): OCaml + Perl
outputs instrumented C code

https://angr.io


Source code representation

Example: statement representation in CIL analysis infrastructure

type stmtkind =
| Instr of instr list (* straight-line instructions *)
| Return of exp option * location (* The return statement. *)
| Goto of stmt ref * location (* A goto statement. *)
| Break of location (* break to end of nearest loop/switch *)
| Continue of location (* continue to start of nearest loop *)
| If of exp * block * block * location (* A conditional. *)
| Switch of exp * block * (stmt list) * location
| Loop of block * location * (stmt option) * (stmt option)
(* a while(1) loop with continue and break *)
| Block of block (* block of statements. *)



Low-level code instrumentation
Example: LLVM analysis infrastructure

int delta(int a, int b, int c) {
return b * b - 4 * a * c;

}

LLVM internal representation:

define i32 @delta(i32 %a, i32 %b, i32 %c) #0 {
%1 = mul nsw i32 %b, %b
%2 = shl i32 %a, 2
%3 = mul nsw i32 %2, %c
%4 = sub nsw i32 %1, %3
ret i32 %4

}

To instrument code, traverse statements (control flow graph),
identify interesting statements, insert new ones.

e.g. can log all/some memory writes



Compiler instrumentation against vulnerabilities
Address sanitizer (with recent clang / gcc versions)
#include <stdio.h>
#include <stdlib.h>
#include <string.h>

int main(void) {
char *p = malloc(20);
strcpy(p, "test");
puts(p);
free(p);
p[1] = ’a’; // wrong

}

% gcc -fsanitize=address usefree.c
% ./a.out
==31741==ERROR: AddressSanitizer: heap-use-after-free on
address 0x60300000efe1 at pc 0x0000004008c6 bp
0x7ffeef2227b0 sp 0x7ffeef2227a8
WRITE of size 1 at 0x60300000efe1 thread T0
#0 0x4008c5 in main /home/marius/curs/bitdef/usefree.c:11



Software security: memory vulnerabilities
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Figure 1. Attack model demonstrating four exploit types and policies mitigating the attacks in different stages

included in the output. The classic example of this attack is
the printf format string bug, where the format string is
controlled by the attacker. By specifying the format string
the attacker creates invalid pointers and reads (and writes)
arbitrary memory locations.

printf(user_input); // input "%3$x" prints the
// 3rd integer on the stack

If an attacker controlled pointer is used to write the
memory, then any variable, including other pointers or even
code, can be overwritten. Buffer overflows and indexing
bugs can be exploited to overwrite sensitive data such as
a return address or virtual table (vtable) pointer. Corrupting
the vtable pointer is an example of the backward loop in
Figure 1. Suppose a buffer overflow makes an array pointer
out of bounds in the first round that is exploited (in Step 3)
to corrupt a nearby vtable pointer in memory in the second
round. When the corrupted vtable pointer is dereferenced (in
Step 2), a bogus virtual function pointer will be used. It is
important to see that with one memory error, more and more
memory errors can be raised by corrupting other pointers.
Calling free() with an attacker controlled pointer can also
be exploited to carry out arbitrary memory writes [19]. Write
dereferences can be exploited to leak information as well.

printf("%s\n", err_msg);

For instance, the attacker is able to leak arbitrary mem-
ory contents in the above line of code by corrupting the
err_msg pointer.

Temporal errors, when a dangling pointer is dereferenced
in Step 2, can be exploited similarly to spatial errors. A
constraint for exploitable temporal errors is that the memory
area of the deallocated object (the old object) is reused by
another object (new object). The type mismatch between
the old and new object can allow the attacker to access
unintended memory.

Let us consider first reading through a dangling pointer
with the old object’s type but pointing to the new object,
which is controlled by the attacker. When a virtual function
of the old object is called and the virtual function pointer is
looked up, the contents of the new object will be interpreted
as the vtable pointer of the old object. This allows the
corruption of the vtable pointer, comparable to exploiting
a spatial write error, but in this case the dangling pointer
is only dereferenced for a read. An additional aspect of
this attack is that the new object may contain sensitive
information that can be leaked when read through the
dangling pointer of the old object’s type.

5050

Szekeres, Payer, Wei, Song. SoK: Eternal War in Memory, IEEE S&P 2013



Software security: increasingly automated

Attacks Defenses

automated vulnerability detection + exploit generation

comparison of old (buggy) + patched program versions
⇒ exploit generation

’compilers’ for return-oriented programming exploits, etc.

A good read (insights into research advances):
G. Vigna et al., (State of) The Art of War: Offensive Techniques
in Binary Analysis, IEEE Security & Privacy, 2016


