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Ce ı̂nseamnă să testăm securitatea

= să testăm că sistemul satisface dezideratele de securitate

I confidenţialitate

I integritate

I autentificare

I autorizare

I disponibilitate

I non-repudiere



Noţiuni de testare a securităţii

ameninţare (threat)
un eveniment posibil cu consecinţe nedorite dacă se transformă ı̂n atac

vulnerabilitate: o slăbiciune ı̂n sistem (eroare de proiectare sau
implementare)

atac: acţiune a unui intrus (atacator) prin care exploatează o
vulnerabilitate, cu efect (ameninţare) a unei ţinte (target, asset)

resursă: ţinta unui atac



Recap: Ce e o eroare? [Patton, Software Testing]

1. nu face ceva prevăzut ı̂n specificaţie

2. face ceva interzis de specificaţie

3. face ceva care nu e menţionat ı̂n specificaţie

4. nu face ceva care nu e menţionat ı̂n specificaţie, dar ar trebui să fie



Unde se ı̂ncadrează vulnerabilitătile de securitate?

H. Thompson, Why Security Testing Is Hard, IEEE S&P, 2003



Ce e vulnerabil ?

Localizarea vulnerabilităţilor (NIST, după Agarwal/McAfee)

41% cod aplicaţie (pe server)

36% cod aplicaţie (non-server)

15% sistem de operare

92% din vulnerabilităţi sunt ı̂n aplicaţie, nu reţele



Şapte mituri despre securitatea software

People Security / Coverity
http:

//www.coverity.com/library/pdf/Coverity_Seven_Deadly_Myths.pdf

http://www.coverity.com/library/pdf/Coverity_Seven_Deadly_Myths.pdf
http://www.coverity.com/library/pdf/Coverity_Seven_Deadly_Myths.pdf


Securitatea ı̂n ciclul de viaţă

G. McGraw, Software Security, IEEE S&P, 2004



19 (categorii) de atacuri [SecurityInnovation]

http://web.securityinnovation.com/Portals/49125/docs/

19AttacksforBreakingApplications.pdf

http://web.securityinnovation.com/Portals/49125/docs/19 Attacks for Breaking Applications.pdf
http://web.securityinnovation.com/Portals/49125/docs/19 Attacks for Breaking Applications.pdf

