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The problem of test automation

Testing has repetitive components, so automation is justified

The problem is cost-benefit evaluation of automation [Kaner]

Time for: test creation, checking their functionality, documentation

Is automation reusable? (if the program evolves)

Is maintenance needed? (GUI change, internationalization)
⇒ Test automation: treated like any software development

Does it delay finding bugs? (fewer resources to run tests)

Does it find enough bugs? Or are most found by manual testing

Is it powerful enough? Or does it automate only “easy” tests?



Example: Capture-replay

1) Record user actions (mouse/keyboard) and resulting screen
(bitmap) ⇒ most primitive level

– other checks: with tester effort (interrupt/insert)
– fragile: susceptible to any product change
– possible comparison errors in resulting image

2) script with high-level actions (select menu/button)
– more flexible, but does not check graphic layout (low level:

font, text size/overwrite, etc.)

3) scripting language to automatically generate new tests

Disadvantage of capture-replay
Cannot continue from errors
⇒ errors are found manually in the recording process
⇒ only rerunning a “good” test is automated (regression)

Does not define tests implicit for human (“all the rest is OK”)
(cannot detect unspecified errors, is inflexible – e.g. bitmap)



Example: Test monkeys

Automated tools that execute random tests
(without a testor’s knowledge on product functionality)
Dumb monkeys: completely ignore purpose (know just
mouse/keyboard)

but may have basic notions about windows/menus/buttons
Smart monkeys: have a state model of the application, explore
transitions between these states

++ can sometimes find 10-20% of errors [Nyman, Microsoft, 2000]
++ good preliminary coverage (e.g.: 65% in 15 min for a text
editor)
++ completely automated, no human effort for test capture
-- “dumb”: only bug known to monkeys is system crash
-- ⇒ errors are hard to record and reproduce
++ runs independently, unsupervised, minimal resources (cost)



What can we automate in testing?

Test execution
e.g. any unit testing framework
useful in

Test evaluation
= problem of test oracle : did the test pass ?
Nontrivial, often needs manual inspection. Risks:
– undetected errors (imprecision)
– false warnings ⇒ cost of manual checking
Ex: compare continuous signals (in automotive industry)

image comparison (for screen/printer)

Test generation
Relatively easy: generating test skeletons (declarations + calls)
More difficult: intelligent generation of relevant data (coverage)



Alegerea arhitecturii de testare [Kaner]

1) Arhitectură direct, ionată de date (data-driven)
Separă datele de structura testului (la fel ca ı̂n programe)
Exemplu: Tabel, linii = teste; coloane = parametrii de test
Un script generează un test pentru fiecare rând din tabel
Minim rezonabil: acoperă fiecare pereche de valori la parametri

(pentru fiecare combinat, ie de parametri numărul e exponent, ial)

2) Definirea unui cadru de testare (framework-based architecture)
O bibliotecă de funct, ii separă testarea de interfat,a utilizator
Ex: open(file), independent de act, iunile pentru deschidere
(meniu, clic pe buton, tastatură, etc.)
++ reutilizare pentru act, iunile frecvent folosite
++ nivel de indirectare ⇒ izolare de utilitarul de testare
-- costisitor, amortizare doar la versiuni ulterioare



Testarea pornind de la specificat, ii

Automatizabilă (/keykeyword testing) pentru specificat, ii ı̂n limbaj
definit
Pornind de la documentat, ie: specificat, ie tabelară, ex. [Pettichord]

Test ID Operation Table Name Type Nulls

dtbed101 Add Col TB03 NEW INT COL CHAR(100) Y

Important: format suficient de us,or inteligibil pentru specificator
Un translator/interpretor de test generează din tabel driverul de
test sau face interfat,a cu utilitarul comercial de testare folosit
++: axat pe cerint,e (ce, nu cum), independent, ă de implementare s, i
utilitar de testare, auto-documentat

Avansat: generare automată din specificat, ii ı̂n limbaj formal
(ex. tabele de decizie ı̂n RSML, la protocolul de aviat, ie TCAS-II)



Testarea bazată pe modele

Modele: automate finite, UML, Statecharts (automate ierarhice),
Message Sequence Charts, automate cu timp, ret,ele Petri,
lant,uri Markov...

Criterii de generare: acoperirea satisfăcătoare a modelului
toate stările / tranzit, iile; combinat, ii de k tranzit, ii consecutive
(k-switch cover)

++ facilitează generarea testelor relevante
-- investit, ie ı̂n construirea s, i mentenant,a modelului

Testare prin model checking
prin explorarea spat, iului stărilor, pornind de la specificat, ii:

1) se pune ı̂ntrebarea: poate modelul să ajungă ı̂ntr-o stare dată ?
2) dacă da, un model checker va genera un exemplu = caz de test



Testarea pornind de la implementare: execut, ie simbolică

Scop: exercitarea programului, satisfăcând un criteriu de acoperire
⇒ necesită: instrumentarea pentru măsurarea acoperirii
Cum: combinat, ie de căi alese la ı̂ntâmplare + direct, ionat
(pentru atingerea ramurilor neparcurse ı̂ncă)

Execut, ie simbolică: execut, ie a programului folosind expresii (cu
variabile = simboluri), spre deosebire de valori numerice

În execut, ia simbolică se ret, in constrângeri (path conditions)
corespunzând ramificat, iilor urmate de program

Realizabilitatea condit, iilor se verifică cu utilitare specializate
(satisfiability checkers, constraint solvers)
⇒ generează date de test care vor exercita calea respectivă
sau demonstrează că nu e fezabilă ⇒ opres, te explorarea acelei căi



Execut, ia simbolică s, i testarea programelor

init, ial descrisă de James C. King (1976)

programul e executat (de un interpretor special) folosind intrări
symbolice
⇒ arbore de execut, ie simbolică

cu condit, ii de cale (path conditions) care acumulează condit, iile
de la fiecare ramificare/decizie

execut, ia se opres, te când condit, ia devine inconsistentă
(nerealizabilă)

Scopul generării de teste
factor ridicat de acoperire
uneori, atingerea unei anumite ramuri

Larg cercetată (150+ articole), tehnică matură, de succes
Utilitare: Java Pathfinder, (j)CUTE, Crest, KLEE, Pex, SAGE, ...

pentru C, C#, Java, mai recent JavaScript



Execut, ia simbolică: variante

Execut, ie integral simbolică
explorează independent fiecare cale de execut, ie

c1 ?

c2 ? c3 ?

¬c1 ∧ ¬c2 ¬c1 ∧ c2 c1 ∧ ¬c3 c1 ∧ c3

Problema: toată semantica limbajului trebuie exprimată ı̂n formule
s, i un rezolvitor pentru formule arbitrare ⇒ imposibil

matematică complicată, funct, ii de bibliotecă, interact, iuni cu
mediul

ex. KLEE: modele pentru 40 de apeluri sistem (2500 LOC)



Execut, ie simbolică dinamică (concolică)

Execut, ia simbolică e direct,onată de cea concreteă
de aici numele concolic

Când modelarea simbolică ar fi prea complicată, ı̂nlocuies, te pasul
respectiv cu execut, ie concretă

ex. aritmetică neliniară, funct, ii de bibliotecă

function explore(pc = [c1, c2, . . . , cn])
for k = n downto 1 do

inputs = solve pc = c1 ∧ . . . ∧ ck−1 ∧ ¬ck (flip ck)
rerun with new inputs; capture new pc’
explore(pc’)

Problema: ı̂nlocuind cu valori concrete, se poate să nu mai
atingem calea dorită



Concretizarea ca obstacol ı̂n execut, ia simbolică

y = hash ( x ) ; // nu s t i m ce f a c e hash => y e c o n c r e t
i f ( x + y > 0)

// c a l e a 1
e l s e

// c a l e a 2

Fie prima intrare: x = 20; y = hash(20) = 13 ⇒ calea 1
Pentru calea 2, negăm x + y > 0, cu y concret (constanta 13)
Rezolvitorul poate returna (de ex.) x = -15
dar putem avea hash(15) = 27 s, i x + y > 0 (nu putem prezice)

⇒ execut, ia urmează tot calea 1

⇒ rêıncercare; ı̂n cel mai rău caz, devine testare aleatoare



Când e eficientă automatizarea ?

În testarea de regresie: necesită doar stocarea testelor s, i a
rezultatelor as, teptate + compararea automată a rezultatelor

Testarea interfet,elor utilizator (v. discut, ia anterioară)

Testarea translatoarelor:
generarea automată de intrări pornind de la gramatica limbajului
se explorează aleator/statistic combinat, ii de neterminale

Load/stress testing: aleatoare, relevantă e cantitatea, nu cont, inutul

Fuzz testing: generarea de cantităt, i mari de intrări aleatoare/ostile,
pentru a detecta erori de validare / vulnerabilităt, i de securitate

Ex: Randoop [Microsoft]: 4 mil. teste ı̂n 150 ore CPU / 15 ore-om
30 de erori ı̂n cod testat 200 pers.-an, cu 20 erori/an găsite manual
v. s, i http://research.microsoft.com/en-us/projects/Pex/

http://research.microsoft.com/en-us/projects/Pex/


Automatizarea depanării

După automatizarea detect, iei ⇒ sprijinul ı̂n localizarea erorilor

Minimizarea intrărilor de eroare
prin căutare binară, determinând jumătatea de intrare care

cauzează eroarea (ex. ı̂n cazul programelor cu intrări fis, iere)

Minimizarea diferent,elor ı̂ntre o rulare corectă s, i una eronată
tot căutare binară, pentru două intrări cât mai apropiate

Localizarea erorilor ı̂n spat, iu
comparând ı̂n depanator starea de execut, ie ı̂ntre rulări corecte s, i

eronate
detectând (precis sau statistic) invariant, i/tipare corecte, violate

de execut, ia eronată

Localizarea erorilor ı̂n timp
prin compararea secvent,elor eronate s, i identificarea punctelor

ı̂n care variabile infectate ı̂ncep să difere / afecteze ies, irea

Delta debugging [Zeller]: implementare part, ial automată a acestora


