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Abstract—Steganography is a science that focuses on hiding
specific messages using specialized techniques in such a way
as only the sender and the intended receiver are able to
decipher it, as well as knowing of its existence. Important
domains, besides classic computing, where steganography
can be applied are domains using mobile and embedded
devices especially mobile phones. This paper tries to state
the fact that steganography can be successfully implemented
and used into a next generation of mobile phones with image
and video processing abilities. Important results presented
in this article suggest the fact that steganography can be
used inside mobile phones and tablets.
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L. INTRODUCTION

Mobility is one of today’s working and researching
direction and with mobility secure communication also
comes into interest. One of the many ways of
implementing a secure communication on mobile devices
is using a method to hide information and moreover to
hide the fact that there is, somewhere, hidden information.
The domain that represents this concept is steganography.
The main aspect is that steganography hides, embeds a
secret message into another message [1].

Steganography has a great advantage over other
methods of concealing information such as the fact that
hidden messages do not attract attention.

Steganography operates over messages represented by
text, images, videos and other forms of presenting
information. In this field important research has brought
into attention many important steganographic algorithms
that may be used for concealing information.

Before continuing, an introduction into the most
important terms of steganography has to come into
interest. The payload is usually represented by the data
that has to be concealed. The payload is hidden or
embedded into a carrier. The resulting object after a
steganographic operation occurs is called a package, stego
file or a covert message. This object consists of a secret
message — the payloads — embed into a public message —
carrier. Another term frequently used in steganography is
the channel which specifies the type of input.

In this paper the authors present the results obtained
after using steganographic algorithms on microcontrollers
or digital signal processors that are usually used in
mobile phones or other embedded platforms. The channel

or type of input used is a bitmap image. The test were
mainly made upon the decoding part of the
steganographic process.

II.  RELATED WORK

After important studies different techniques and
algorithms were written to embed large amount of data
into a picture as well as the requirements needed.

Information was hidden using digital watermarking
with improved techniques based on the decorrelation
property of the Karhunen-Loeve Transform [2] as well as
a method of hiding messages in digital images based on
YUV format and its derivatives [3]. These techniques
were used especially against a current common issue like
illicit copying and distribution of copyright material.

Eliminating  detection of  steganography  and
counteracting attacks meant to extract the hidden
information was also a major concern. New and more
complex algorithm have been developed to avoid the
detection of hidden data as well as embedding hidden
information in preprocessed images and in images where
compression was applied. [4].

Other researchers present a steganographic model,
which consists in choosing an object as a carrier and
implementing a secret key in a micro architecture. As a
mean of validating, Field Programmable Gate Arrays
(FPGA) where used to sustain the idea. The contents of
the secret message is distributed inside the carrier using a
method based on a secret key known only by the parts
normally involved in the communication. Only using the
secret key the original message may be reconstructed. [5]

One of the first ideas in implementing a watermarking
technique for any model of a digital camera is using a
VLSI architecture as a processing unit. The prototype
contained about 28500 gates using integration technology
of 0.35 um operating at 300 MHz. The goal was to assure
intellectual property protection using a steganographic
algorithm [6]. The study is further continued in
implementing steganographic algorithms for hiding a
secret image inside a bitmap image. The processing unit
is represented by an integrated circuit similar to its
predecessor but with significant improvements. [7]

Steganography can also be used in generating secure
communication over public telephone network. In such
cases, the algorithms are implemented using
microcontrollers and digital signal processors (DSP)



resulting in methods to transmit a secret message behind
a simple telephone conversation. [8]

Other important steps have been made in taking
steganography on embedded and mobile devices. Using a
microprocessor based on ARM architecture and
executing steganographic algorithms, result express the
fact that secret message represented by a bitmap image
can be easily incorporated in a carrier bitmap image thus
hiding it and then successfully recovering it. [9]

Hiding data inside bitmap images using steganographic
algorithms was also possible in the field of mobile
phones. The method was applied during secure date
transfers between a mobile phone and a personal
computer both terminals needing to execute a program
coded using the JAVA programming language. [10]

An important example of using steganography in
mobile phones applications is the idea of hiding a black
and white image inside an SMS message. The
disadvantages in this case are the limitations of an SMS
message and the limitation that the image has to be black
and white only [11].

III. STEGANOGRAPHIC ALGORITHMS ON MOBILE
DEVICES. TESTS AND RESULTS

Nowadays mobile devices such as mobile phones or
tablets offer high performance and computation power
making possible to use sophisticated operations that in
the past years could only be executed on classic personal
computers. Mobile devices currently wuse high
computational ~ digital  signal  processors  and
microcontrollers with multi-core architectures as well as
architectures based only on one processor core.

An important aspect in mobility is securing
information transfer. The information that is transfered
between mobiles phones is represented by text, audio,
static images and video. Steganography can be used with
all these types of data to secure the transfer between
mobile devices.

This paper tries to state the fact that steganography can
be successfully used to secure a data transfer between
mobile devices also offering great performance. The tests
and results that are going to be present were made using
images as types of information.

Tests and comparisons were made using 3 hosts:
ARM?7 based microcontroller, a multi-core architecture
digital signal processor and a personal computer. The
ARM7 microcontroller operates at 60 MHz and is
designed as a powerful RISC architecture. The multi-core
processor is practically a graphic processing unit from
Movidius, named ISSAC, and has specialized units for
image and video processing. ISSAC consists of a number
of cores each of them specialized in video and image
processing and coordinated by another dedicated RISC
core based on SPARC architecture, particularly a LEON
core. ISSAC can operate at a frequency of 200 MHz and
the processor clock is controlled by e Phase-Locked
Loop. Prior to testing the algorithms the ISSAC’s clock

was adjusted at 60 MHz making it equal to the ARM’s
clock, a necessary setting for a proper comparison.

The challenge in implementing and executing
steganographic algorithms on these 3 platforms was that
all these platforms are different and have specific
characteristics. For instance de ARM7 based platform has
pipeline units but doesn’t have specialized image
processing instructions. ISSAC is a multi-core platform
and this fact brings high performance but complicates the
implementation because the algorithms have to be
modified for parallel execution.

The first steps in this direction were made by the
authors when implementing simple steganographic
algorithms on ARM 7 platform [3].

There were used three types of steganographic
algorithms: algorithms based on the LSB method,
algorithms based on the YUV method and algorithms
based on the Karhunen-Loeve Transform (KLT).

Algorithms based on these 3 methods were specifically
modified and adapted to fit the 3 architectures used to
obtain the results being presented later in this paper. Also
another goal was to find the best algorithm that not only
offers the highest performance but offers the best quality
for the recovered image.

The algorithms based on the LSB method usually
operate by hiding the most significant bits of the secret
message image pixels within the least significant bits of
the carrier image pixels. The number of bits that are
involved in this operation may vary and the images are in
RGB format. The following figure presents an example of
the algorithm based on the LSB method. In this case there
were used the 4 most significant bits from the secret
message to be hidden within the carrier image.

d)

Fig.1 a) carrier b) payload c) stego image
d) recovered image



The YUV method is mainly based on the LSB method.
Prior to applying a LSB based algorithm the images are
converted from the RGB format to the YUV format.
Following the application of the LSB algorithm the
images are converted back to RGB format [3].

A Karhunen-Loeve Transform (KLT) based algorithm
also uses LSB based algorithms. Differently from the a
YUV algorithm, a KLT based algorithm does not hide the
value of the color components of the pixels from the
secret message into the color components of the pixels
from the carrier image but hides parameters resulting
after applying a Karhunen-Loeve Transform. [2]

The following figure present an example of applying
steganography on a set of images using an algorithm
based on the Karhunen-Loeve Transform and the LSB
technique presented above.

Fig. 2 a) carrier b) payload c) stego image
d) recovered image

The following table presents the execution time of a
LSB method based algorithm on the three platforms
mentioned above using different sets of images of
different sizes. In this case there were used the 2 most
significant bits from the payload image to be hidden
within the 2 least significant bits of the carrier image.

TABLE 1

EXECUTION TIME MEASUREMENTS FOR DIFFERENT IMAGE SIZES USING
A 2 BIT LSB BASED ALGORITHM

Carrier Payload DGECOde DGECOde DGECOde
image size | image size gnng g::l;; gnng
(bytes) | (bytes) PC_ | ARM | ISSAC
81.000 33.930 64 25 5,38
81.000 45.450 78 25 5,38
81.000 81.000 68 25 5,38
202.500 33.930 161 63 12,8
202.500 81.000 160 63 12,8
202.500 182.700 180 63 12,8
360.000 33.930 286 112 22,5
360.000 81.000 281 112 22,5
360.000 182.700 291 112 22,5
360.000 360.000 278 112 22,5
810.000 33.930 611 253 33,6
810.000 81.000 627 253 33,6
810.000 182.700 600 253 33,6
810.000 360.000 605 253 33,6
810.000 562.500 610 253 33,6
810.000 810.000 609 253 33,6

Using sets of images applying the same LSB based
algorithm but using 4 bits from the payload image
produced little execution time difference on the 3 testing
platforms.

TABLE II

EXECUTION TIME MEASUREMENTS FOR DIFFERENT IMAGE SIZES USING
A 4 BIT LSB BASED ALGORITHM

Carrier ] De:code De:code Deicode
image size Payload image time time time
(bytes) size (bytes) (ms) (ms) (ms)
PC ARM | ISSAC
81.000 33.930 70 25 3,66
81.000 45.450 72 25 3,66
81.000 81.000 73 25 3,66
202.500 33.930 161 63 8,55
202.500 81.000 160 63 8,55
202.500 182.700 162 63 8,55
360.000 33.930 280 112 14,9
360.000 81.000 276 112 14,9
360.000 182.700 269 112 14,9
360.000 360.000 289 112 14,9
810.000 33.930 613 253 33,6
810.000 81.000 616 253 33,6
810.000 182.700 615 253 33,6
810.000 360.000 605 253 33,6
810.000 562.500 618 253 33,6
810.000 810.000 630 253 33,6

As mentioned above a YUV based algorithm was used
to hide the entire contents of a payload image inside a
carrier image. The following table present the execution
times of the algorithm.



TABLE III
EXECUTION TIME MEASUREMENTS FOR DIFFERENT IMAGE SIZES USING

A YUV BASED ALGORITHM
. Decode | Decode | Decode
Carrier . . . .

image size Payload image time time time

(bytes) size (bytes) (ms) (ms) (ms)
Y PC ARM | ISSAC
360.000 14.700 9976 1369 182,04
562.500 14.700 10707 1371 182,32
810.000 33.930 22403 3162 420,47
810.000 81.000 40936 7550 1006,66
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Currently the architecture the ISSAC processor is
based on is under development making also the
development tools to be an on working project. Certain
limitations have occurred in implementing the
steganographic algorithms making the implementation of
an algorithm based on Karhunen-Loeve Transform a
work in progress. Currently a Karhunen-Loeve Transform
algorithm was successfully implemented on the ARM
architecture. The following table presents the execution
time of this algorithm on sets of images.

TABLE IV

EXECUTION TIME MEASUREMENTS FOR DIFFERENT IMAGE SIZES USING
A KLT AND LSB BASED ALGORITHM

Carrier Payload Decode Decode
image size image size time (ms) time (ms)
(bytes) (bytes) PC ARM
81.000 33.930 5532 1243
81.000 45.450 5805 1340
81.000 81.000 6708 1370
120.000 81.000 8041 2040
120.000 120.000 8772 2097
202.500 33.930 10922 1283

Centralizing and charting the above information may
help drawing conclusions and stating what algorithm
suits better for a mobile device not only regarding the
execution time but also regarding the quality of the
recovered image.
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IV. CONCLUSIONS

After charting the gathered data we can conclude that
the execution time of a steganographic algorithm is
highly influenced by the size of the carrier image. Also
the best execution time was obtained from the ISSAC
processor for all algorithms. Besides the execution time
the authors can conclude that the most suitable algorithm
for steganography may be the one based on the
Karhunen-Loeve Transform combined with the LSB
method.

Microprocessors like ISSAC or based on the ARM
architecture are frequently used in mobile devices and
with the current implementation of steganographic on
them we can admit that these algorithms may perfectly fit
in a mobile phone with video and image processing
abilities. In this way a user of a mobile phone may send
secret information without even attracting attention that
secret information is involved.
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