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Abstract—Studying the time components and delays
introduced by the lower level communication protocols in real-
time wireless sensor networks, as well as taking them into
consideration at the design phase of such protocols, still remains
an open issue in the field. This paper addresses this problem
through a detailed analysis of the communication times and their
implications in providing a predictable low-level support for real-
time sensor networks. A measurement framework is proposed
specifically on this purpose and then used in an extensive set of
experiments to validate this timing analysis.
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L. INTRODUCTION

The field of wireless sensor networks (WSN) received a
significant attention from the researchers during the last decade
mainly because of their proved usefulness and importance in
modern day applications [1]. Such applications are focused on
controlling and monitoring the environment [2], security
systems, robotic platforms and also on critical domains like fire
detection and extinguishing systems [3] and military
applications [4]. These latter types of applications require real-
time conditions in order to meet their requirements.

In a real-time system, not only is the correctness of the
produced result important but also the amount of time needed
by the system to generate the result [5]. Such specifications
also apply to wireless sensor networks that are used in critical
applications. Therefore, in a real-time WSN, each node has to
operate in a real-time manner and, additionally, the whole
network must meet its time requirements. The success of
achieving real-time constrains in WSNs depends on the
communication latency. This implies that, besides the
successful delivery of a message, the time of its arrival at the
destination is also of key importance [6].

II.  RELATED WORK

Regarding real-time communication in a wireless sensor
network, the network and application layers within the protocol
stacks have received a greater attention in research and
development works. Significant progress has been made
especially in routing algorithms which take the time constraints
into consideration [7, 8]. Some of these higher layer protocols
have also been evolving towards becoming energy aware,
while still maintaining their real time support [9].

One of the main issues still to be addressed is that the lower
layers in the communication stacks have either been ignored,
from the real time perspective, or the researchers start from the
presumption that the medium access layer operates in real time
and all deadlines are met by default [10]. Another important
issue is that almost all the methods are based on networks that
are organized in clusters where special nodes have crucial
importance regarding communication. This can seriously affect
the reliability of the whole network in case these network
coordinators fail [9]. Also many researchers start from the
presumption that all the nodes of the network are non-mobile
and their position is known at deployment [11].

As stated before, lower level protocols are not so evolved
regarding their real-time characteristics. Many of the studies on
the higher level protocols and many of the existing wireless
sensor networks are based on a standard designed for this kind
of networks, the IEEE 802.15.4 [12]. The main issue of this
standard is that its real time support is extremely weak [13] and
is not feasible for a real-time environment, even if
improvements were made [14].

The main studies regarding the medium access layer
protocols for WSNs are focused on energy efficiency rather
than on the time constrained, critical aspects, even if some of
them offer some minimal support for this type of requirements
[15,16].

Many of the current proposals for a MAC protocol are
oriented on soft real time requirements [17]. Significant
progress has been made in real time MAC communication
protocols when using TDMA and FDMA techniques [18] but
the disadvantages are that a coordinator node is usually needed,
forcing the network to be cluster-organized. On an unorganized
ad hoc network with a random deployment of the nodes, as
well as on a network where the nodes have mobility
capabilities, these techniques are hard to use.

A large number of MAC protocol models are validated in a
simulation environment and, for almost all of them, there are
no detailed analyses on the time components that affect the
predictability of the communication in a wireless sensor
network.

In this paper we are analyzing timing aspects of MAC level
communication in WSNs. We are also proposing a model
which describes the delays involved in wireless communication
and also the time parameters which influence a point-to-point



MAC level communication (any pair of nodes in the network
communicating at a given moment in time, designated as node
A and node B). All the time parameters are then experimentally
evaluated using two types of low cost radio modules. For this
purpose, a measurement framework was designed. As far as we
are aware at this point, no other similar studies and experiments
were conducted.

III. COMMUNICATION TIME ANALYSIS FROM THE REAL-TIME
PERSPECTIVE

From the real-time perspective, the key parameter in
wireless communication is the time needed for a message to be
delivered from node A to node B. In order to meet the real-time
constraints, the components of this time parameter need to be
correctly identified and modeled. Such a description of the total
time needed to deliver a message from node A to node B is
presented in [11] as follows:

T(A,B)=Tc+T,+T,,+T,+T +T; M

where T. is the time needed for node A to obtain the wireless
channel (practically the time needed to make a clear channel
assessment), T; is the time needed to transmit the packet (which
is determined by packet length, modulation, bandwidth), Ty, is
the propagation time of the message from node A to node B, T,
is the data processing delay, T4 is the queuing delay and Ts is
the delay caused by each node’s periodic sleep intervals [11].
This model describes the total delivery time from the
perspective of the routing layer.

However, regarding the medium access layer another
approach is needed to describe the time components involved
in the communication between nodes. Before analyzing the
delay introduced by the MAC layer, certain assumptions and
clarifications have to be made. First of all, from a
communication point of view, each node of the network has as
main components a host microcontroller and a wireless
communication module. We also consider that the wireless
module cannot activate the receiver and the transmitter at the
same time, as are most of the wireless modules on the market.
One of the microcontroller’s main functions is to implement, in
a real-time manner, the communication protocol stack.
Therefore, we have to consider not only the delay introduced
by the delivery of a message from node A to node B, but also
the MAC layer processing delay, with its main component, the
delay introduced by the wireless module driver.

In (2) we propose a more accurate model of the total delay
for a transaction between a transmitter node A and a receiving
node B.

T(4,B) = Tyungter, + Trxon , * Trx sep, + 0
+ TRXiSFDB + TRXﬁPACKB + TtransferB

The time parameters in (2) are defined as follows:

®  Thanger 4 — the time needed for the host processor of
node A to transfer the packet to the wireless module.
This time component is predictable and calculable. It

depends on the packet size and on the wired
communication protocol between the host process and
the wireless module.

o Trxon 4 — the time needed by the wireless module to
deactivate the receiver and to activate the transmitter.
This parameter is depended on the wireless module
characteristics. Usually this parameter is given by the
manufacturer of the module in its datasheet, as a
maximum value.

o Trx srp 4 — the time needed by the wireless module to
transmit the Start of Frame Delimiter (SFD) sequence.
This component usually includes the clear channel
assessment (CCA) procedure. This parameter is highly
dependent on the wireless medium.

e Trxsep g — the time needed for the SFD sequence to
arrive at its destination node B. This parameter depends
on the wireless medium characteristics as well as on the
bitrate and modulation used by the wireless modules.

e Trxrack g — the amount of time needed by module B to
receive the whole packet.

®  Tyanser 8 — the time needed by the host processor of
node B to transfer the newly arrived packet from the
wireless module to its internal memory. This parameter
has the same characteristics as Tiransfer A-

Another important aspect regarding the communication
delay is represented by the time needed by the host
microcontroller to control the transmission and reception
process. This aspect is important when designing the driver for
the wireless module in a real-time context. Usually in a WSN
with real-time capabilities, a real-time operating system
(RTOS) is needed, as the main software component of each
node. A driver design for a wireless module within such an
RTOS needs to take into consideration several time
components. For a transmitter node (A), these time components
can be described as follows:

T(A) = Tyangper + Trxon +Trx sep + 3

+Trx pack T Ty on

The time parameters in (3), like Tiangfer, Tiransfer 45 TTxON,
Trx sep are similar to those in (2). The remaining parameters
have the following meaning:

o Trx pack — the time needed for the module to transmit
the entire packet. This component is usually predictable
and is dependent on the packet size

e Trx ov — the time needed by the module to change from
the transmitting mode to receiving mode after the
packet has been sent. This parameter is usually a
characteristic of the wireless module.

The same analysis is performed on the receiver side (B):

T(B)=Trx pack * Tiransfer @



Here, parameter Trx pack can be described as the time from
the moment the module signals the arrival of a SFD sequence
to the moment the module receives the whole packet. The
Transfrs parameter is the time needed for the host
microcontroller to transfer the received data from the
communication modules.

IV.  MEASUREMENT FRAMEWORK

This chapter describes a measurement framework proposed
and used to validate the above analysis. The measurement
framework, described in Fig. 1, has as a main component an
Olimex LPC-H2294 board [19] with a NXP LPC2294
microcontroller [20]. The board also has a IMB SRAM
memory which was used to temporary store the measurement
data. The microcontroller peripherals can be configured in
order to obtain a total of 12 capture inputs: 8 timer capture
inputs from the 2 dedicated timers and 4 additional external
interrupts. In this configuration one can capture a total of 20
different events (each capture channel can detect 2 events, one
for the rising edge and one for the falling edge, and each
interrupt can detect 1 event). The timestamp for each event is
assigned from one of the dedicated timers which represent the
system reference clock. Another important aspect is that the
two dedicated timers were synchronized with an error of 1 tick
(62.82 ns).

This measurement hardware was designed in order to
measure the events generated by two communicating nodes
(node A and node B) described as follows:

TABLE 1. EVENT DESCRIPTION
Event Event description Capture .F'allmg/
no channel rising edge
. External ..
1 Module received SFD sequence interrupt 0 Rising edge
2 Module received packet. Host Capture Risine edec
processor started packet transfer channel 0 g edg
3 Finished packet transfer to host Capture Falling edee
processor after packet receive channel 0 g cdg
Host processor started packet
- Capture ..
4 transfer from internal memory to Rising edge
. channel 1
the wireless module
Host processor finished packet
5 transfer to wireless module. Capture Falling edee
Host processor commands wireless | channel 1 & cde
module to switch to transmit mode
Wireless module started the Capture ..
6 o Rising edge
transmission procedure channel 2
Module transmitted the SFD Capture .
7 Falling edge
sequence channel 2
Module finished transmitting the
entire packet. Host processor Capture .
8 commands wireless module to channel 3 Rising edge
switch in receiving mode
Module finished switched to Capture .
9 .. . | Falling edge
receiving mode channel 3

The above table presents the meaning of the events and the
capture channels that were assigned, as well as the edge
multiplexing, regarding module A. A similar event mapping is
for module B, using the remaining capture channels. The time
parameters described in (1), (2) and (3) can be obtained with
these events, as presented in Table II. For example, the time
parameter Tianstr A can be obtained by subtracting the

timestamp of event 4 generated by module A (EV,4 a) from the
timestamp of event 5 generated by module B(EVs ).

To minimize overhead, the microcontroller saves the events
into the 1 MB memory with their respective event ID and
timestamp. The timestamp is represented by the actual value of
the system timer. All the calculations are made offline on a
host PC that downloads the measured data from the
measurement board, via an UART interface. A software tool
has also been created to automate the entire measurement
process. The PC software not only downloads the data from the
measurement board but also commands the two nodes in order
to generate wireless traffic.

Data processing and
control PC application

e K . 8events
H Wireless Module A

PC : 1event
TIMERO H

4 Input Capture
Channels &
Falling/Rising Edge |

! | Communication
! | Interface RS-232

Wireless
environment

H TIMERL

|| NXP LPC2294 Microcontroller| 4 Input Capture

: Channels
Falling/Rising Edge

4 External
Interrupts !
Rising Edge Only i 1event

Wireless Module B

8 events

1MB SRAM
Memory

Fig. 1. Measurement platform

Measurement board !

TABLE II. TIME PARAMETERS CALCULATION

Time parameter Formula

Trranster_A EVs A—EVia
Trxon A EVea—EVsa
Trx_srp_a EV7A—EVea
Trx_pack_a EVsA—EV7a
Trx oN A EVoa—EVsa
Trx_srp B EVis—EVia
Trx Pack B EVag—EVis
Tuanster B EV;s-EVy3
T(A,B) EVs 5—EVia

V. EXPERIMENTAL RESULTS

A set of experiments have been conducted to validate the
time analysis and measurement framework presented above.
The results were collected from measuring the communication
delays using two platforms as case studies. The first platform is
represented by two modules of the CrossBow MicaZ hardware
platform [21] which consists of a host processor and a ChipCon
CC2420 wireless module [22]. This platform usually has as its
main software component the TinyOS operating system, but
within these measurements this system was not used. A low
level driver for the wireless module was used instead. The
second platform is represented by two Olimex LPC-H2294



boards with a ChipCon CC2500 [23] wireless module attached
to it. In each case the platforms were programmed to generate
the events described in Table I using the General Purpose Input
output (GPIO) pins from the microcontroller.

In both cases the firmware of the platform is represented by
a low level driver for the wireless module, capable of
generating the needed events.

To properly validate the time components presented earlier,
a significant number of measurements were needed. The packet
delays were measured in various conditions: high and low
transmit gain, low noise medium, high noise medium, etc. The
noise was introduced by generating wireless traffic on adjacent
channels using other similar radio modules.

TABLE III. MEASUREMENT COUNT PER PLATFORM
Module Measurements . Total
Max . Time
per packet size measurements
packet . . components
. in various
size ie measured
conditions
CC2420 64 bytes | 600 10 384000
CC2500 50 bytes | 400 10 200000
Total 584000

In Fig. 2 we present the results collected from measuring
the time needed by the CC2420 module to deactivate the
receiver and activate the transmitter. In Fig. 4 the opposite
situation is presented: the CC2420 switches form transmitting
mode to receiving mode. An analysis of these plots can
conclude that this module may be used in a real time
environment.

Another important observation can be made by analyzing
the time needed by the CC2500 module to transmit the SFD

13.71

sequence. The behavior of this delay is presented in Fig. 3,
and leads to the conclusion that this component may be a
significant issue in a real time protocol. Also, this component
is not given as a maximum value by the producers.

VI. CONCLUSIONS

Three major delays have been identified for the
communication time at the MAC level in real-time WSNSs: the
peer-to-peer message transaction delay, and the transmission
and reception control delays at host level. A detailed analysis
of their components and the results of extensive measurements
reveal the impact on the communication predictability of some
of the components of these delays, as well as the necessity of
taking them into consideration when designing low-level
protocols featuring real-time support.
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